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AGENDA

• Roles and responsibilities

• Laws/Policies/Ramifications pertaining to CLETS

• CLEW 

• Training/testing requirements and NEXTEST

• Audit Overview 
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You’ve been assigned as your agency’s ACC...
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What is an Agency CLETS Coordinator (ACC)
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Ref. CLETS PPP Glossary & Section 1.3.5



SPOC – Security Point of Contact (LASO)
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“The FBl's definition of 
LASO is interchangeable 
with the term "security 
point-of-contact" (SPOC) 
used in the CLETS 
Policies, Practices and 
Procedures.”



Administration/Record Keeping

Liaison with DOJ
Coordinate, maintain and 
submit documentation
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Report misuse investigations
Every February 1st

IB 1807-CJIS
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Report misuse investigations: 
Every February 1st



Administration/Record Keeping

Maintain user accounts

Deactivate users 
no longer employed
delinquent on testing
permitted access revoked

Keep up on any terminal access 
level changes
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Administration/Record Keeping

Notify DOJ of agency information changes

• Notify DOJ’s CLETS Admin Section and DOJ Field 
Representative

• Changes to Agency Head, ACC, SPOC, Telephone, 
Address
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Maintain record of any 
contractual agreements

Example: Interagency and 
Reciprocity agreements



Audits/Inspections/Validations

• Maintain mandated compliance 
State and Federal auditing requirements

• Coordinate with DOJ for 
audits/inspections of your agency

• Coordinate and receive the validation 
list

• Prompt response to DOJ’s ORI
Validation Report
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Information, Publications, and Policies

Information/Publications/Policies 

Ensure compliance with database 
policies and regulations

Ensure secure access to CLETS 
terminals, equipment and messages



System Documentation
Maintain System Documentation and current network diagram



LAWS, POLICIES & 
RAMIFICATIONS
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LAWS, POLICIES, & RAMIFICATIONS

The use of CLETS for other than official law enforcement 
purposes may result with the employing agency seeking 
dismissal and/or prosecution of the employee. 

• PC 502
• PC 11105
• PC 11140-11143
• PC 13301-13304
• CVC 1808.45-47
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PC 11105

Defines who can access 
criminal history 

information

PC 11140 –
11143 - DOJ

Defines what a criminal 
history record is

Defines punishment for 
knowingly receiving and 
furnishing a record when 

not authorized

PC 13301 –
13304 - Local

Defines what a criminal 
history record is

Defines punishment for 
knowingly receiving and 
furnishing a record when 

not authorized

CVC 1808.45-
1808.47 

Defines  willful 
unauthorized disclosure

Defines access by 
misrepresentation

Provides the penalties 
for violation 
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LAWS, POLICIES, & RAMIFICATIONS



CLETS SECURITY

CJIS Security Policy 

• Terminal security

• Terminal can not face public

• Monitors - No expectation of reasonable distance

• Remote Access 

• Faxes

• Emails

• Authorized access 
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Misuse of CLETS or CLETS information may result in:

Civil Liability

Criminal 
Prosecution  

Dismissal 

15

CLETS SECURITY



http://www.clew.doj.ca.gov
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CLEW Internet Access: 
Any authorized employee of a Law Enforcement Agency 

https://clew.doj.ca.gov/
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INCIDENT RESPONSE PLAN (IRP)

What is an IRP? (CJIS Security Policy 5.3)

A formal written plan outlining an agency’s 
security incident response protocol

Defines when the CLETS IT Security Incident 
Response form would be used
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Provide new employees with overview of CLETS/CLETS databases 

Be current on state laws and policies related to CLETS/CLETS
information

Have the resources available to track CLETS training for your 
agency
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All individuals with unescorted access to a physically secure 
location

General User 

Privileged User

Organizational Personnel with Security Responsibilities 

Administrator(s) Test at appropriate level for access 

SECURITY 
AWARENESS

TRAINING 
(Including IRP)

ALL LEVELS



Any individual who is unescorted in a physically secure location    
and can hear/see CLETS derived information

Physically Secure Location is defined as a facility, a criminal justice conveyance, 
or an area, a room, or a group of rooms, within a facility with both the physical 
and personnel security controls sufficient to protect CJI and associated 
information systems. 
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• All individuals with unescorted access to a physically secure location 

ref. CLETS PPP 1.6.4, CLETS PPP 1.8.3, and CJIS Security Policy 5.2 AT-3



A local police department hires custodial staff that will have 
physical access throughout the PD (a physically secure 
location) after normal business hours to clean the facility. 

These personnel have unescorted access to a physically 
secure location and therefore must be given the awareness 
training on all the topics identified in CJISSECPOL AT-3 d 1. 

Security Awareness 

Unescorted Access Example
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A user, but not a process, who is authorized to use an 
information system

Information System is defined as a system of people, data, and processes, 
whether manual or automated, established for the purpose of managing 
information.
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General User 

ref. CLETS PPP 1.6.4, CLETS PPP 1.8.3, and CJIS Security Policy 5.2 AT-3



General User

Awareness and Training

A Sheriff’s Office has employed a number of dispatchers. 
As part of their daily duties, the dispatchers run CJI
queries by request from the Sheriff and deputies.

The dispatchers access CJI both logically (running 
queries) and physically (printed copies of reports 
containing CJI). 

The dispatchers have direct access to CJI and are 
required to complete the awareness training on all the 
topics identified in CJISSECPOL AT-3 d 1 and 2.
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A user authorized (and, therefore, trusted) to perform 
security relevant functions that general users are not 
authorized to perform
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Privileged User 

ref. CLETS PPP 1.6.4 and CLETS PPP 1.8.3 and CJIS Security Policy 5.2 AT-3



Privileged User

Awareness and Training Example

The State Police hired system and network administrator 
personnel to bolster the security of the state network. 

Some duties may include creating accounts for new 
personnel, implementing security patches for existing 
systems, creating backups of existing systems, and 
implementing access controls throughout the network. 

The system and network administrators have privileged 
access to CJI/CJI-processing systems and are required to 
complete the awareness training on all the topics 
identified in CJISSECPOL AT-3 d 1, 2, and 3.
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Personnel with the responsibility to ensure the confidentiality, 
integrity, and availability of CJI and the implementation of 
technology in a manner compliant with the CJISSECPOL
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Organizational Personnel with Security Responsibilities 

ref. CLETS PPP 1.6.4 and CLETS PPP 1.8.3 and CJIS Security Policy 5.2 AT-3



Organizational Personnel with 

Security Responsibilities

Personnel responsible to ensure the confidentiality, integrity, CJI
availability, and implementation of technology in a manner compliant 
with the CJISSECPOL Section 5.2 AT-3 (d) (1), (2), and (3).

Including the following topics:

• Local Agency Security Officer Role (LASO)

• Authorized Recipient Security Officer Role (ARSO) 

• Additional state/local/tribal/territorial or federal agency roles and 
responsibilities 

• Summary of State and FBI audit findings 

35



An Administrator is not exempt from role based training. 

Appropriate training is based on individual access, security/privacy 
requirements, and assigned duties.

Required Training: 

• Administrator(s) must review and sign the NCIC’s “Areas of Liability for 
the Criminal Justice Information System Administrator” 

• Shall test at appropriate level for access granted. 
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ADMINISTRATOR and UPPER LEVEL MANAGEMENT

ref. CLETS PPP 1.8.2 A1-A7



Format for adding accounts to NexTEST

Reports 

Initial training module

NexTEST vs CJIS online

Expired Users – NexTEST Expiration Report

NEXTEST
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CORI Audit
• Identify compliance & non-

compliance as it pertains to the 
“need to know & right to know” 
including the “route to” field (RTE) 
and III. 

Database Audits
• Focuses on the integrity of the data 

and compliance with the CJIS and 
NCIC requirements (records)

CLETS Audit
• Centers on physical, administrative 

and technical security processes and 
well as, reviews policies, physical 
terminal security, testing.
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CORI AUDIT

CORI Pre-Audit
CORI On-Site 

Audit 
III Audit 

(Purpose Codes)
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Pre-Audit questionnaire 



CORI AUDITS

42

Most Common Errors: 

Lack of 
documentation

Route to Field 
not compliant

Missing case 
number



CORI AUDITS
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Two Part Compliance:

• Right to know and Need to know

• Route to field

Route to field requirements:

• Requester

• User(if different)

• Specific reason for inquiry

• Case number is best



The log must be maintained when CORI and/or III is furnished 
to an outside agency.  

The log must contain:
• Name of Requestor
• Requesting Agency
• Date
• What Info was Given
• How the Info was Transmitted
• The log must be available for inspection for a minimum of 

three years

CA Code of Regulations - Title 11 Division 1 Chapter 7 Article 1 
subsection 707 (c)

THIRD PARTY RELEASE LOGS



DATABASE AUDITS 

Full 
Access 
agencies 
only

Agency notified of Audit Selection (30 days prior)

Pre-audit questionnaire sent to the agency

Random selection of database records  (approx. 50)

On Site Audit conducted and Preliminary Audit Finding 
Report issued at the end of the audit

Final Audit Report sent to Agency Head within 30-60 days 
after the audit. 
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DATABASE AUDITS 

Most Common Errors:

No second 
party checks

Records not 
updated

Consultations 
not 

completed

46



DATABASE AUDITS 

• Automated Boat System (ABS)

• Automated Firearms System (AFS)

• Automated Property Systems (APS)

• California Restraining and Protective 
Order System (CARPOS)

• California Sex and Arson Registry 
(CSAR)

• Missing Persons System (MPS)

• Stolen Vehicle System (SVS)

• Wanted Person System (WPS)

Audited 
Databases:
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CLETS AUDITS

48

Site Inspection

Audit Questionnaire

Physical Security     Forms
Administrative     Records     Training

What to Expect



CLETS AUDITS

Most Common Errors:

Terminals 
accessible 

to the 
public

Trustees in 
accessible 

areas

Missing 
forms or 

forms not 
updated

Expired 
users 

Training 
records not 
maintained 
or updated
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CLETS Audit Forms



RESOURCES

Know your resources:

Are policy/training manuals readily 
accessible?

NCIC FBI CJIS PPP

Know your 
DOJ contacts

DOJ Field Reps 
assigned to 
your agency
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Activity (Chat)

For each of the following pictures 

Assume all computers can access CLETS

Assume all windows are public

Assume all counters are public
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Are personnel allowed to operate CLETS devices or equipment, 
or access CLETS information, CORI or III, before a fingerprint 
security background investigation is completed and approved 
by the agency head? (FBI CJIS Security Policy 5.12 and PPP 
1.9.2)

Please Select One: 

Sometimes

Always

Rarely

Never
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CLETS INSPECTIONS & DATABASE AUDITS SECTION
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Contact information:
DOJCSP@doj.ca.gov

Oscar Acosta Eric Russell
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